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Attacking Software Globalization




About Casaba

—— - — - —
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We are a boutique Security Services & Technology firm comprised of leading edge
practitioners

e Formedin 2002

e Software security services
— Security Planning and Design
— Security Software Development
— Security Testing
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http://www.casabasecurity.com/

About Casaba

practitioners

e Software security products
— Visual string assurance (detecting string confusability)
— Web security testing
— Unicode and character set testing tools

* Recognized security professionals

— Active in security research community
— SANS, Black Hat, Microsoft Blue Hat, etc.

CaS-aBa www.casabasecurity.com



http://www.casabasecurity.com/

What’s this talk about?

* Visual spoofing attacks
* Text transformation attacks

CasaBa www.casabasecurity.com



What will you learn?

 Why Visual Spoofing?
— Branding and identity
— Cloud Computing — service URL’s
— Vanity URL's

e http://www.facebook.com/andrew

* http://andrew.blogspot.com

— Email
— Phishing
— Filters (profanity blacklists, advertising networks)

CasaBa www.casabasecurity.com


http://www.facebook.com/andrew
http://andrew.blogspot.com/

Can you tell the difference?

'-" nttp: / /www.google.com/

| + | 'g"l http: / /www.google.com/
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What will you learn?

 Why text transformation?

 Techniques for finding bugs
— Web-apps and clever XSS, SQL Injection
— Test cases for fuzzing

CasaBa www.casabasecurity.com



The Transformers: When good input turns bad

<scrlpt>
becomes
<script>
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What about tools?

* Visual Spoofing Detection

 Watcher
— Passive Web-app vulnerability testing
— Addon for the Fiddler HTTP proxy (Windows only)
— http://websecuritytool.codeplex.com/

* x5s

— Deterministic text transformation and encoding testing for XSS

* Auto-inject probes, detect transformations and encoding
— Addon for the Fiddler HTTP proxy (Windows only)

CasaBa www.casabasecurity.com


http://websecuritytool.codeplex.com/

Agenda
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* Unicode crash course

* Root Causes
e Attack Vectors

e Tools
— Watcher
— x5s

Casaeda
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* Unicode crash course
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Unicode Crash Course: What is Unicode?

e S e sy
— b 1

—

 Globalization

* One framework
for all languages

e Storage and
transmission of text

* Alarge database
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Unicode Crash Course: Unthink it...
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Unicode Crash Course

* ASCll range is preserved
— U+0000 to U+007F are mapped to ASCII

CasaBa www.casabasecurity.com



Unicode Crash Course: Code Points

* Unicode 5.2 uses a 21-bit scalar value with space for over
1,100,000 code points:

U+0000 to U+10FFFF

CasaBa www.casabasecurity.com



Unicode Crash Course: Code Points

A =U+0041

Every character has a unique number

CasaBa www.casabasecurity.com



Unicode Crash Course

Latin capital letter A

Category: Lu (Letter, Uppercase) y
~ _

'Ilr T .
ToLower: U+0061 \_x / Decomposition Type: none
\\\:_‘ .I,’r
ToUpper: U+0041 & J—

Mapping: none

." Binary Properties:
Script: Basic Latin / Hext Digit
| Alphabetic

U+0041 |\ Lowercase

\_ 1D Start ...

CasaBa www.casabasecurity.com



Unicode Crash Course

Category: LI (Letter, Lowercase)

Latin small letter long S

Decomposition Type: <compat>

Mapping: U+0073

N /
ToLower: U+017F /
ToUpper: U+0053 yA

Script: Latin Extended-A / \
U+017F ”‘a\

Binary Properties:
Alphabetic
Lowercase

ID Start ...

Casaeda
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Unicode Crash Course: Encodings

UTF-8

— variable width 1 to 4 bytes (used to be 6)
UTF-16

— Endianess

— Variable width 2 or 4 bytes

— Surrogate pairs!
UTF-32

— Endianess

— Fixed width 4 bytes

— Fixed mapping, no algorithms needed

CasaBa www.casabasecur ity.com



Unicode Crash Course: Encodings and Escape sequences

U+FF21 FULLWIDTH LATIN CAPITAL LETTER A

%EF%BC%A1
&#xFF21;
&#65313;
\XEF\xBC\xA1
\uFF21

CasaBa www.casabasecur ity.com



Unicode Transformations: Agenda

* Unicode crash course
* Root Causes

e Attack Vectors

* Tools

CasaBa www.casabasecurity.com



Unicode Transformations: Agenda

* Root Causes
e Attack Vectors

CasaBa www.casabasecurity.com



Unicode Transformations

* Root Causes
— Visual Spoofing and IDN’s
— Best-fit mappings
— Normalization
— Overlong UTF-8
— Over-consumption
— Character substitution
— Character deletion
— Casing
— Buffer overflows
— Controlling Syntax
— Charset transformations
— Charset mismatches

CasaBa www.casabasecurity.com



Visual Spoofing and IDN’s
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Root Causes: Visual Spoofing

e QOver 100,000 assigned characters
* Many lookalikes within and across scripts

AAANAALAAX A

CasaBa www.casabasecurity.com



Attack Vectors: Internationalized Domain Names

Some browsers allow .COM IDN’s

based on script family
— (Latin has a big family)

CasaBa www.casabasecurity.com



Can you tell the difference?

'-" nttp: / /www.google.com/

| + | 'g"l http: / /www.google.com/
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Attack Vectors: IDN

WWW.google.com is hot www.google.com

Latin Latin
U+0069 U+0261

CasaBa www.casabasecurity.com



ICANN guidelines v2.0

Deny-all default seems to
be the right concept.

— Inclusion-based

— Script limitations

\ A script can cross many
— Trereaier frfeEriens blocks. Even with limited

script choices, there’s
plenty to choose from.

Great for domain labels,
but sub domain labels still
open to punctuation and
syntax spoofing.

CasaBa www.casabasecurity.com



What's the problem?

* Divergent user-agent implementations
* Lookalikes everywhere
 IDNA and Nameprep based on Unicode 3.2

— We’re up to Unicode 5.2 (larger repertoire)

CasaBa www.casabasecurity.com



Root Causes

e Registrars still allow
— Confusables
— Combining marks

— Single, Whole and Mixed-script
e Registrars can’t control

— Syntax spoofing in sub domain labels

CasaBa www.casabasecurity.com



The future of International Domain Names

IDNA2008

CasaBa www.casabasecurity.com



Root Causes

* IDNA2008 vs IDNA2003
— Incompatibility
— Significant complexity
e Context-based use of zero-width

— Deviations

¢ B LATIN SMALL LETTER SHARP S resolves to different IP addresses
— Upper case DISALLOWED

CasaBa www.casabasecurity.com



November 16, 2009

“The biggest technical change to the Internet since it was
created...”

— Rod Beckstrom, President of ICANN

CasaBa www.casabasecurity.com



Internationalized TLD’s

http://niopadeypo.6oKN

http://xn--hxajbheg2az3al.xn--jxalpdlp/

CasaBa www.casabasecur ity.com


http://παράδειγμα.δοκιμή/
http://παράδειγμα.δοκιμή/
http://παράδειγμα.δοκιμή/
http://παράδειγμα.δοκιμή/

- unitstriglgmail.com | @™ | Announcements (1} | Help | Sign ou
Ougle ﬂ\dWUrdS Customer |D:101-076-27 71

Campaigns Opportunities Reporting Billing My account

c . 1 e becau billing information.

reate a new campaign your acc 1d st ter your billing information. Learn how.
Advertise another product or

service with different keywords,

ads, budget, or targeting. ¢ Enabled Last 7 days -

. : Feb 24, 2010 - Mar 2, 2010
Mo active ads found Budget: $1.00/day Edit

elp - Targeting: Bids (Auto) 7
/here are my filter and report All networks Edit Default bid $0.14 Content bid auto
ptions? All devices Edit
] English Edit
fhat do the terms on this page Canada: United States Edit
1ean? !

jiow do | edit my ad?

fny are my ads "Pending review”
r"Under review?” Settings EH Keywords Networks

low do | write effective ads? ﬂg”t deleted | i v Columne Search | |~ &,
Change Graph Options View Change Histo
lelp Center J ph Opt g v
=arch help center e
B Clicks
W - - - - ' -
Feb 24, 2010 Mar 2, 2010
Mew ad “hange status... « || More actions... «
& Ad Status (2 %% Served Clicks Impr. CTR (7 Avg. CPC (7 Cost Avg. Pos,

There are no ads in this ad group. Above, click "Mew ad” to create an ad.

Total - Search iz 0 0 0.00% $0.00 50.00 0

Total - Content (2 ] 0 0.00% $0.00 50.00 0



Attack Vectors: Visual spoofing

* Non-Unicode attacks

* Confusables

* Invisibles

* Problematic font-rendering

* Manipulating Combining Marks
e Bidi and syntax spoofing

CasaBa www.casabasecurity.com



Attack Vectors: Non-Unicode homograph attacks

rn can look like m in certain fonts

www. mullets.com is not www.rnullets.com

AN

Latin Latin
U+006D U+0073 U+006E

CasaBa www.casabasecurity.com


http://www.mullets.com/
http://www.rnullets.com/

Attack Vectors: Non-Unicode homograph attacks

Are you using mono-width fonts?
0 and O
1 and 1
5 and S

CasaBa www.casabasecurity.com



Attack Vectors: Non-Unicode homograph attacks

Classic long URL's

http://login.facebook.intvitation.videomessageid-
h048892r39.sessionnfbid.com/home.htm?/disbursements/

CasaBa www.casabasecurity.com



Attack Vectors: The Confusables

WWWw.apple.com
// All Latin using Latin small letter Alpha ‘@’

www . facebook.com

// Mixed Latin/Greek with lunate sigma symbol ‘c’

WWwW .abc.com
// All Cyrillic ‘abc’

CasaBa www.casabasecurity.com



http:/'www.mozilla.org/

Browsers whitelist .ORG

3, IDN Visual Spoofing test - Mozilla Firefox

Eile Edit View History Bookmarks Tools Help

is - c ﬁ [ L] |http:ffwww.m02f||a.0rgf iy '| |"| Google P|
I

. S——— I
" mozilla.org

Projects Deveropers Community Contribute Foundation About

This is a Spoot

Firefox & Thunderbird

Looking for Firefox or Thunderbird? You'll find them and a whole
lot more at Mozilla.com.

CasaBa www.casabasecurity.com



Attack Vectors: IDN homograph attacks

P —
e -
= == -

Others don’t necessarily but...

[ IDM Visual Spoofing test
“ C ¢ http//www.mozilla.org/ P G- F-

D Customize Links [ Other bookmarks

-~

. search mozilla: [N | o
"~ mozilla.org

Projects Deverspers Community Contribute Foundation About

Firefox & Thunderbird

Looking for Firefox or Thunderbird? You'll find them and a whole

T orggat Mozgla.com.

1S 1S a Spoof
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www.mozilla.org is not www.mozilla.org

Casaeda

Latin
U+0069

Latin
U+00ED

www.casabasecurity.com



Attack Vectors: Syntax Spooflng with / lookalikes

http://www.google.com path file?.nottrusted.org

N

(This case doesn’t work anymore)

Casaeda

FULLWIDTH SOLIDUS
U+FFOF

www.casabasecurity.com



Attack Vectors: Syntax Spoofmg with / lookalikes

http://www.google.com/path/file.nottrusted.org

SOLIDUS
(Normalized to a / U+002F) U+002F

CasaBa www.casabasecur ity.com



Attack Vectors: Syntax Spoofmg with / lookalikes

http://www.google.com path file.nottrusted.org

(However punctuation not required...)

CasaBa www.casabasecurity.com



Attack Vectors: Syntax Spoofing with / lookalikes

Casaeda

o S
e ™S
e e

Ig"l Google Accounts

€« C | | % hitps://www.google.com/accounts/Login?hl=en&continue=http;//www.google.com/v & » O~ S~

Google accounts

Sign in t li Googl i .
ign in to personalize your Google experience Sign in with your

Google has more to offer when you sign in to your Google Account. You can customize pages, view GOLJSI(-: Account
recommendations, and get more relevant search results.

Email: |

Sign in on the right or create one for free using just an email address and password you choose.

Password: |

Gmail [T] Stay signed in

Get a fresh start with email that has less spam ——

Web History

Access and manage your web activity from any computer Cant access vour account?

Add news, games and more to the Google homepage

Google Checkout Don't have a Google Account?
A faster, safer and more convenient way to shop online Create an account now

™M
O\
(@ i
b

©2010 Google - Google Home - Terms of Senice - Privacy Policy - Help

www.casabasecurity.com



Attack Vectors: Syntax Spoofing with / lookalikes

" Google Accounts

<« cC N http://www.google.com./account./senicelogin/service /adwords nottrustedorg” B [~ S~

Google accounts

Signint li Googl i .
ign in to personalize your Google experience Sign in with your

Google has moare to offer when you sign in to your Google Account. You can customize pages, GDLJS[E Account
view recommendations, and get more relevant search results.

Email:
Sign in on the right or create one for free using just an email address and password you
choose.

Password:

[ Stay signed in

Gmail -
Get a fresh start with email that has less spam

Web Histo o Can't access vour account?
Access and manage your web activity from any computer

™

Q\

@ iGoogle
)

Add news, games and more to the Google homepage
Don't have a Google Account?

Google Checkout Create an account now
A faster, safer and more convenient way to shop online

@2010 Google - Google Home - Terms of Senvice - Privacy Policy - Help
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Attack Vectors: The Invisibles

‘ Organize =

Favorite Links

Maore »

Folders

Casaeda

-

| MyFolder
, MyFolder

Type
2/16/200912:29 PM  File Folder
2/16/200912:29 PM  File Folder

BEX ChAWindowshsystem32\cmd.exe

MyFolder

_— My[U+FEFF]Folder

www.casabasecurity.com



Attack Vectors: Bidirectional Controls (Bidi)

€)® IRETEEERID R this-executes-[U+202E]txt.exe

‘ Crganize = 2= Views -

Favorite Links | Name

E Pictures @this-aecutes-ae.bﬁ 4721/2008 8:51 PM - Application

More

Folders L,

CasaBa www.casabasecurity.com



Attacks Vectors: Bidirectional Controls (Bidi)

i‘ You are being redirected to http://onebadplace which may be an untrusted site, do you want to
-"‘—'-h. continue?

OK

i" You are being redirected to http://www.microsoft.com/v=nTecalpdabenc//ptth which may be an
¢ untrusted site, do you want to continue?

oK
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Attacks Vectors: Still more...

[ Mottrusted.org

€« C M % htp//www.yahoo.com./

Welcome to www.nottrusted.org

[ Nottrusted.org

€ C f > rottrustedorg’ B O M~

Welcome to www.nottrusted.org
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More Scenarios?

 Web browsers provide string confusability protections
— Address bar
— Ul dialog boxes

* Advertising network protect ad content
— Trademark violations
— Profanity, violent word blacklist

e Social networks protect vanity URL's

— www.facebook.com/obama

 |nternationalized Email Addresses

CasaBa www.casabasecurity.com


http://www.twitter.com/obama

There are solutions...
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A Solution Exists

* Analyze a string for visually confusable characters

IsStringConfusable (String source,
DetectionOptions configuration)

e Compare two strings for visual similarity

AreStringsConfusable (String stringOne, String
stringTwo, DetectionOptions configuration)

CasaBa www.casabasecurity.com



A Web Browser Proposal

Decide whether to display Punycode or IDN:

Detect IDN string confusability client-side
Pass string to Safe Browsing API
Server performs visual comparison against top 10,000 sites

e

Return result to the client

CasaBa www.casabasecurity.com



A Solution Exists

g IDM test cases - Windows Internet Explorer EE
- & & ADas .~ - .
O Q - |g, http://nottrusted.com/idn.php - | ] | 3 | x | |ff' Live Search 2 v|
T e e ————— ——————

Eile Edit View Favorites Tools Help
57 Fawvorites s g FAOB T ITHFIF.. ~ @) Initialize | Home - Casaba Security

|§IDNtestcases | | ﬁ 2 Rl = | [;é; v Page~ Safety > Tools~- @" -

-

Safe links (no spoofing)

wwWww.bing.com

WWw.google.com

m

Unsafe links (single-script spoofing)

Works in Safari and Opera (and certain cases of other browsers)

.bing.co

@. google . cogl

Warning: The host associated with this link contains

R visually confusable characters and may pose a security .
Works FirefoXx|isk ain cases of other

browsers)

Iwww.mozilla.orﬂ

IUnsafe links (Confusable / and \ glyphs)

Works in Firefox, Safari, and Opera (and certain cases of other il

|http:ffwww.google.com.." 0 Internet | Protected Mode: Off 3 « | ®|125% -
L _—
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Best-fit Mappings
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Root Causes: Best-fit mappings

Commonly occur in charset transformations and even innocuous
API’s
Impact: Filter evasion, Enable code execution

When o becomes s
U+03C3 GREEK SMALL LETTER SIGMA

When ' becomes '
U+2032 PRIME

CasaBa www.casabasecurity.com



Root Causes: Guidance for Best-Fit mappings

 Scrutinize character/charset manipulation API’s
e Use EncoderFallback With System.Text.Encoding

* Setwc no BeEsT rIT cHaRs flag with
WideCharToMultiByte ()

e Use Unicode end-to-end

CasaBa www.casabasecurity.com



Case Study: Social Networking

* A popular social networking site allows custom themes
* Implemented complex filtering logic to prevent XSS
— Attack: Filter evasion, code execution

— Exploit: Bypass filtering logic with best-fit mappings to leverage cross-
Site scripting

— Root Cause: best-fit mappings
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Case Study: Social Networking

-moz-binding ()
was not allowed, but....
- [U+ff4d Joz-binding ()
would best-fit map!
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Normalization
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Root Causes: Normalization

NFD - Canonical decomposition

NFC - Canonical decomposition, canonical composition

NFKD - Compatibility decomposition

NFKC - Compatibility decomposition, canonical composition
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Root Causes: Normalization

Normalizing strings after validation can be dangerous
Impact: Filter evasion, Enable code execution

CasaBa www.casabasecurity.com



Root Causes: Normalization

K becomes

y,

U+0130

Casaeda

U+0049

_|_

6

\

U+0307
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Root Causes: Normalization

But are there dangerous characters?

You bet... with NFKC and NFKD you could control HTML or
other parsing

becomes <

/ \

U+FE64 U+003C
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Root Causes: Normalization

becomes <

/ \

U+FE64 U+003C

toNFKC( i scr i pt > odscript> no
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Non-shortest Form UTF-8
(Canonicalization)
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Root Causes: Non-shortest form UTF-8

Non-shortest or overlong UTF-8
Impact: Filter evasion, Enable code execution

Application gets %CO0%A7
OS/Framework sees %27

Database gets

CasaBa www.casabasecurity.com



Root Causes: Guidance for Non-shortest form UTF-8

* Unicode specification forbids
— Generation of non-shortest form
— Interpretation of non-shortest form for BMP

e Validate UTF-8 encoding (throw on error)

CasaBa www.casabasecurity.com



Non-shortest Form UTF-8
PHP Case Study

CaASaBdA 2009 @WVOOTEIFRBbM



PHP utf8 decode() bug

http://nottrusted.com/utf8 decode.php
Discovered by Eduardo Vela

CaASaBdA 2009 @WVOOTEIFRBbM


http://nottrusted.com/utf8_decode.php

Attack Vectors: Directory traversal

How many ways canyou say @ @
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Attack Vectors

Normalization compatibility forms:

U+2024 U+2024 U+FFOF

%E2 %80 %A4 %E2 %80 %A4 %EF %83 %BF
-/

Best-fit mapping Windows-1252:
U+FFOE U+FFOE U+2215

%EF %BC %8E %EF %BC %8E %E2 %88 %95

-/

UTF-8:
U+002E U+002E U+002F
%2E %2E %2F

-

Casaeda

UTF-8 overlong:

U+002E U+002E U+002F

%C0 %AE %CO0 %AE %C0 %AF%
-l

www.casabasecurity.com



Python PEP383

* File name handling for POSIX file-system
* Generally available using ‘surrogateescape’ error handler

e Escape non-decodable bytes using a single low (trailing)
surrogate
— U+DC80..U+DCFF

e By itself, a half surrogate pair would be rejected by
conformant UTF converters

e Security Concern: U+DC3C would be bad but bytes < 0x7F will
produce exceptions
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Python PEP383

>>> test = b'/foo\xefbar'

>>> 5 = test.decode('utf8', 'surrogateescape')
>>> S

' /foo\ udcef bar'

>>> s.encode ('utf8', 'surrogateescape')
b'/foo\xefbar'
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Handling the Unexpected

(Good fuzzing test cases)

CasaBa www.casabasecurity.com



Root Causes: Handling the Unexpected

* Unassighed code points
— U+2073

* lllegal code points

— Half a surrogate pair

* Code points with special meaning
— U+FEFF is the BOM

CasaBa www.casabasecurity.com



Over-Consumption

CasaBa www.casabasecurity.com



Root Causes: Over-consumption

Over-consuming ill-formed byte sequences

* Big problem with MBCS lead bytes

<41 C2 3E 41> becomes
<41 41>

CasaBa www.casabasecurity.com



Root Causes: Over-consumption

<img src="#0xC2"> "onerror="alert (1) "<br />

Browser sees:

<img src="#>" onerror="alert(1l)" /><br />
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Character Substitution

CasaBa www.casabasecurity.com



Root Causes: Character-substitution

Correcting insecurely rather than failing
— Substituting a “’ or a ‘/’ would be bad

CasaBa www.casabasecurity.com



Character Deletion
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Root Causes: Character-deletion

“deletion of noncharacters”

1 *4@ 71 %4
delete

~——
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Root Causes: Character-deletion

<scr [U+FEFF ipt>becomes<script>
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Root Causes: Solutions for Handling the Unexpected

 Fail or error

e Use U+FFFD instead

— A common alternative is ‘?’, which can be safe

CasaBa www.casabasecurity.com



Attack Vectors: Filter evasion

e Bypass filters, WAF’s, NIDS, and validation
* Exploit delivery techniques

— E.g. Cross-site scripting

CasaBa www.casabasecurity.com



Case Study: Apple and Mozilla

Safari and Firefox BOM consumption
— Attack: Filter evasion, code execution

— Exploit: Bypass filtering logic with specially crafted strings to leverage
cross-site scripting

— Root Cause: Character deletion

CasaBa www.casabasecurity.com



Case Study: Apple and Mozilla

<a href=“java[U+FEFF script:alert (*XSS’)>

CasaBa www.casabasecurity.com



A Closer Look: The BOM

Category: Cf [Other, Format] &

\‘\I

e -

Script: Common

d
|
Line Break: WJ [Word Joiner] |

Casaeda

ZERO WIDTH NO-BREAK SPACE
(BYTE ORDER MARK)

!

BOM
U+FEFF

A Binary Properties:
Default Ignorable Code Point

\ UTF-8: EF BB BF
il

\ UTF-16LE: FF FE

| UTF-16BE: FE FF

www.casabasecurity.com



Casing
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Root Causes: Casing

 Upper and lower-casing can produce dangerous text
e (Casing can multiply the buffer sizes needed
* Impact: Filter evasion, Enable code execution
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Root Causes: Casing

\\I 7

Y17 . upper () ==

“scrKpt”.lower () == “scrl pt”
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Root Causes: Casing

len(x) != len(x.lower())
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Root Causes: The Turkish | problem

* If | can control the locale or culture used in your casing or
comparison, then | can bypass validation filters:

ASCI| character U+0049 lowercases to U+0131 in Turkish
ASCII character U+0069 uppercases to U+0130 in Turkis
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Root Causes: Guidance for Casing

* Validate after casing
— Not always! Sometimes need to *before* casing also.

e Be culture and locale-aware

e Leverage existing frameworks and API’s
— ICU, .Net

CasaBa www.casabasecurity.com



Buffer Overflows
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Root Causes: Buffer Overflows

* Incorrect assumptions about string sizes (chars vs. bytes)
 Improper width calculations
* Impact: Enable code execution

CasaBa www.casabasecurity.com



Root Causes: Buffer Overflows

Casing - maximum expansion factors

mm

Lower U+023A
16, 32 1 A U+0041
Upper 8, 16,32 3 t  U+0390

Source: Unicode Technical Report #36
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Root Causes: Buffer Overflows

Normalization- maximum expansion factors

-mm

U+1D160
NFC .
16,32 3X U+FB2C
8 3X i U+0390
NFD \
16, 32 4X & U+1F82
8 11X
NFKC/NFKD Pte U+FDFA
16, 32 18X

Source: Unicode Technical Report #36
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Controlling Syntax
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Root Causes: Controlling Syntax

 White space and line breaks

— E.g. Unicode white_space category of characters
* Quotation marks
* Impact: Filter evasion, Enable code execution
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Attacks and Exploits: Controlling Syntax

* Manipulate HTML parsers and javascript interpreters
e Control protocols
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Case Study: Opera

* Unicode formatter characters exploited for XSS
— Damage: Filter evasion, controlling syntax

— Exploit: Bypass filtering logic with specially crafted characters to
leverage cross-site scripting.

— Root Cause: Interpreting “white space”
— A problem with HTML 4.0 spec?
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Case Study: Opera

<a href=#[U+180E] onclick=alert ()>
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Case Study: Opera

Category: Zs [Separator, Space] 4 ) MONGOLIAN VOWEL SEPARATOR
Script: Mongolian f”’.k IVIVS *“’ Binary Properties:
| | *\ White Space
Line Break: GL [Non-breaking ("Glue")] _),-" U+180E \ Grapheme Base
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Charset Mismatches
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Root Causes: Charset Mismatches

 Some charset identifiers are ill-defined

* Vendor implementations vary

e User-agents may sniff if confused

e Attackers manipulate behavior

* Impact: Filter evasion, Enable code execution
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Root Causes: Charset Mismatches

Content-Type: charset=I1S0-8859-1 1
\

Attacker-controlled input

/

<meta http-equiv="Content-Tprentf'text/htmI;
charset=shift_jis"/>

N

CasaBa www.casabasecurity.com



Root Causes: Guidance for Charset Mismatches

* Force UTF-8
e Errorif uncertain
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* Unicode crash course

* Root Causes
e Attack Vectors
e Tools

Casaeda
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e Tools
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e Watcher

— Mlicrosoft SDL recommended tool

— Passive Web-app security and vulnerability testing

e x5s

— XSS auto-injection testing tool
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Watcher: Some of the Passive Checks Included

e |ll-formed UTF-8

e XSS hot-spots

e User-controlled HTML
 Cross-domain issues

* Insecure cookies

* |nsecure HTTP/HTTPS transitions
e SSL protocol and certificate issues
* Flash issues

e Silverlight issues

* |Information disclosure

* More...
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Watcher

Walcher by Casaba Security

Taotals (Alerts, Individuzl |ssues)
Alert Filter:  Informational - High: 7. 19 Low: 0.0 Information
Severty Session D Type URL il
Infomational 17 Charset not UTF-8 www nottrusted .com./wat 3
High 18 Invalid Unicode ByteStream www nottrusted .comAwat
High 18 Mull Bytes in ByteStream veww nottrusted comAwat
Informational 21 Charset not UTF-8 www nottrusted .com./wat
Irformational 30 Charset not UTF-8 www nottrusted comAwat
High 32 User Controllzble Location Header (Open Redirect) www nottrusted .comwat
High 33 User Controllable Charset vewrw nottrusted comAwat =
1 | 1 | P
Clear Selected Results (All results i none selected) | | Export to XML

Invalid Unicode ByteStream

Risk: High I

An invalid UTF-3 ByteStream was detected for request:

www.notirusted. comjwatcher {ChedkPasvUnicode. php

The following issue(s) were identified:

1) An invalid 2 character UTF-8 ByteStream was found at byte position 431

Invalid byte(s): C3 75
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Watcher: Passive Web-app Vulnerablllty Testlng

http://websecuritytool.codeplex.com
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http://websecuritytool.codeplex.com/

x5s: Aggressive XSS testing assistant

1.
2.
3.
4.

{f

Auto-inject probes (Unicode transformers < > ‘ “, etc.)
Detect transformations and encodings
Present pen-tester with XSS hotspots

Pen-tester manually tests exploitability
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Thank You

Chris Weber

Email: chris@casabasecurity.com

LinkedIn: http://www.linkedin.com/in/chrisweber

Web: www.casabasecurity.com

CasaBa www.casabasecurity.com


mailto:chris@casabasecurity.com
http://www.linkedin.com/in/chrisweber
http://www.casabasecurity.com/

